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Quantum Key Distribution -  
what is it and why should you care?

Thomas Walther 
Laser and Quantum Optics 
TU Darmstadt
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Physics in 1900
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Classical Mechanics 

Translation, Rotation, Pendulum, Planetary Motion, Gravity,  

Newton, Kepler, Copernikus, Galilei, … 

Kinetic Gas Theory 

Explanation of Heat with Elements of Classical Mechanics 

Electric and Magnetic Phenomena 

Electric Fields, Magnetic Fields, Current, Charge, Induction 

Faraday, Maxwell, Hertz, Gauss, Ampere, Volta u.a. 

Newton Boltzmann

Maxwell Faraday
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Physics in 1900

Blackbody Radiation

§General opinion 

§Basic theories known 

§Only few missing pieces 

§more experiments will fill voids
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Year Theory Experiment
1885 Balmer Series
1900 Quantization Hypothesis (Planck)
1902 Experiments Photo effect (Lenard)
1905 Photo effect (Einstein)
1909 Single Photon Experiments (Taylor)
1911 Cloud chamber
1913 Atomic modell (Bohr)
1914 Franck-Hertz Experiment
1916 Atomic model (Sommerfeld)
1921 Stern-Gerlach Experiment
1922 Compton effect
1924 Wave character of matter (deBroglie)
1925 Spin, Formulations of QM by Schrödinger, Heisenberg, Dirac
1926 Schrödinger Equation Electron interference
1935 Entanglement, Einstein-Podolsky-Rosen-Paradox Discovery of the Neutron

Historical Overview
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Quantum Physics: Interaction of Light with Atoms 
(Einstein 1917)
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A. Einstein,  Physikalische Zeitschrift 18, 121-128 (1917)

Absorption

Spontaneous

Stimulated

Emission
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16. May 1960 - the first laser

Theodore Maiman 
Inventor of the Ruby Laser (1960)
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Lasers Today

VCSEL

Ti:Sapphire Laser

Diode laser
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NIF, Livermore, California

Dye laser
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Ubiquity of the Laser
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Communication

Material Processing

Medicine

APOD, April 18, 2014  

Sensing
Astronomy
Microscopy

S
ou

rc
es

: W
ik

im
ed

ia
, N

A
S

A
, S

pi
eg

el
, A

ls
gl

ob
al



September 2019  |  Thomas Walther  |  Laser and Quantum Optics  |  TU Darmstadt  |

Other Technical Developments based on QM 
knowledge (Examples)
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Ferromagnetism  
and Ferrofluids

MRI

Semiconductors  
and Devices

Scanning Tunneling  
Microscope 

CCD/CMOS
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Basics of Quantum Mechanics
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§ Many parameters are quantized 

§ photons, energy states, angular momentum, spin

§ Measurement influences system 

§ eigenstate of an measurement

§ Probabilistic Interpretation (!) 

§ Results of measurements cannot be predicted, only probabilities for outcomes

§ Uncertainty relation 

§ Non-commuting operators cannot be simultaneously measured with arbitrarily high accuracy

§ Complementarity: Wave-Particle Duality

§ Unknown Quantum States cannot be copied (No-Cloning Theorem)
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Wave-Particle Duality ⇒ Double Slit Experiment 

Superposition ⇒ Schrödinger's Cat

 Entanglement ⇒ Einstein-Podolsky-Rosen Paradox 
(Bell Inequalities)

How do we know it’s correct?

!11

Experiments

Source: www.insidescience.org
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Year Theory Experiment
1935 Reality, Locality, Entanglement
1960 Invention of the Laser
1964 Bell's Inequality
1972 First Bell-Experiment
1975 Cooling of Ions
1982 Simulation of Quantum Systems

No-Cloning Theorem
1983 Laser Cooling of Atoms
1984 BB84-Protocol (Complementarity)
1985 1st Quantum Algorithm One-Atom Maser
1989 GHZ States  
1991 Ekert-Protocol (Entanglement) 
1993 Quantum-Teleportation (Entanglement) Quantum Cryptography 
1994 Shors Factorization Algorithm 
1995 Quantum Computer (Cirac, Zoller) Bose-Einstein-Condensation 

Entangled Photons, Quantum Logic with Ions
1996 Grovers Quantum Algorithm Entangled States (Ions and QED)

Error correcting quantum codes
1997 Quantum Teleportation
2001 Quantum Computer  (7-bit, Factorisation of 15)

Historical Overview - why did it take so long?
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Year Theory Experiment
1935 Reality, Locality, Entanglement
1960 Invention of the Laser
1964 Bell's Inequality
1972 First Bell-Experiment
1975 Cooling of Ions
1982 Simulation of Quantum Systems

No-Cloning Theorem
1983 Laser Cooling of Atoms
1984 BB84-Protocol (Complementarity)
1985 1st Quantum Algorithm One-Atom Maser
1989 GHZ States  
1991 Ekert-Protocol (Entanglement) 
1993 Quantum-Teleportation (Entanglement) Quantum Cryptography 
1994 Shors Factorization Algorithm 
1995 Quantum Computer (Cirac, Zoller) Bose-Einstein-Condensation 

Entangled Photons, Quantum Logic with Ions
1996 Grovers Quantum Algorithm Entangled States (Ions and QED)

Error correcting quantum codes
1997 Quantum Teleportation
2001 Quantum Computer  (7-bit, Factorisation of 15)
2015 Definitive Test of Bell inequalities

Historical Overview - why did it take so long?
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Relativitätstheorie und Quantentheorie sind die beiden großen theo-

retischen Gebäude der Physik des 20. Jahrhunderts. Während die Re-

lativitätstheorie trotz all ihrer revolutionären Betrachtungsweisen, vor

allem was die Struktur von Raum und Zeit anbelangt, als eine Krönung

der klassischen Physik des 19. Jahrhunderts angesehen werden kann,

vollzieht die Quantentheorie einen radikalen Bruch mit zahlreichen,

aus dem Alltag wohlvertrauten

Konzepten der klassischen Physik,

die auch der Relativitätstheo-

rie zugrunde liegen. Dies

betrifft vor allem das Rea-

litätskonzept und das Loka-

litätsprinzip, nach dem physikali-

sche Wirkungen lokal beschränkt

sind und sich nicht schneller als

mit der Lichtgeschwindigkeit des

Vakuums ausbreiten können. Die

aus den quantentheoretischen

Umwälzungen resultierenden

Probleme haben die Physiker

immer wieder beschäftigt und

fasziniert. Einen Durchbruch in

der quantitativen Erfassung des

Unterschiedes zwischen klassi-

scher Physik und Quantentheorie

stellen die 1964 von John Bell [1]

entdeckten Ungleichungen dar,

denen statistische Korrelationen

im Rahmen einer lokalen, klas-

sischen Theorie unterliegen und

die durch die Quantentheorie 

verletzt werden können.

In der ausgehenden Dekade des

20. Jahrhunderts hat sich ein sig-

nifikanter Wandel in der Einstel-

lung der Physiker zu den Grund-

lagen der Quantentheorie vollzogen.

Anstatt sich über Unterschiede

zur klassischen Physik, auf deren

Gesetzen ein Großteil unserer

heutigen Technologie basiert, zu

wundern, ging man dazu über,

charakteristische Quantenphäno-

mene gezielt für praktische Zwecke

auszunützen [2]. Diese Entwick-

lungen stellen daher erste Schritte

hin zu einer neuen Quantentech-

nologie dar. Begünstigt wurde

diese Entwicklung vor allem auch

durch rasante Fortschritte in der

Experimentalphysik [3], die es

heute z.B. ermöglichen, einzelne

Atome oder Ionen in Fallen zu

speichern und deren Quanten-

zustände zu manipulieren oder

Quantenphänomene von Licht-

teilchen, also Photonen, über

makroskopische Distanzen von

einigen Kilometern zu kontrollie-

ren. Zwei Entwicklungen dieser

derzeit so rasch fortschreitenden

Physik der Quanteninformations-

verarbeitung sind dabei beson-

ders hervorzuheben, nämlich der

Quantencomputer [4] und die

Quantenkryptografie [5]. 

In den 80er Jahren überlegte

der amerikanische Physiker Feyn-

man, ob es möglich sei, Quanten-

systeme mit herkömmlichen Com-

putern zu simulieren. Er gelangte

schnell zur Überzeugung, dass

dies unmöglich sei. Er schloss

allerdings, dass ein Quantencom-

puter [2,5] – also ein Rechner,

basierend auf den Grundprinzipi-

en der Quantentheorie – , dazu in

der Lage sein müsste. Die Idee

des Quantencomputers war gebo-

ren. Wie in der Folgezeit For-

scher wie zum Beispiel P. Shor

[6], zeigten, kann der Quanten-

computer jedoch weitaus mehr.

Die Grundprinzipien der Quan-

tentheorie erlauben es, Rechen-

prozesse in einer Art und Weise

zu parallelisieren, wie es mit her-

Quanteninformationsverarbeitung 
– Prüfstein für IT-Sicherheit
PROF. DR. GERNOT ALBER, PROF. DR. THOMAS WALTHER

44 t h e m a FORSCHUNG 1/2004

Quantum Information Processing

... back to the future (actually today)
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 Quantum Communication 

 Quantum Teleportation 

 Quantum Computing 

 Quantum Key Distribution
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Quantum Information Processing

... back to the future (actually today)
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Quantum Key Distribution

Basic Ingredients: Superposition + Entanglement + Interference + No-Cloning 

Quantum Computing

?



September 2019  |  Thomas Walther  |  Laser and Quantum Optics  |  TU Darmstadt  |

What, if we find a different theory?

!15

Quantum Mechanics and its predictions must be a part of it.

Just like Newtonian mechanics is part of the theory of special relativity in the limit of small velocities.
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Quantum Key Distribution
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N. Gisin, G. Ribordy, W. Tittel and H. Zbinden, Rev. Mod. Phys 74 (2002) 145

Alice Bob

Quantum Channel

Cryptography 
 asymmetric key  
 symmetric key

BobAlice

Information theoretical Security: 
Vernam One-Time-Pad  
 random 
 one time use 

 length of message

Security proofs exist for most protocols
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First Implementation of the BB84 protocol 1992
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Steampunk BB84

C. Bennett, F. Bessette, G. Brassard, L. Savail, J. Smolin
J. Cryptology 5, 3 (1992)

J. Cryptology (1992) 5:3-28 Journal of Cryptology 
 9 1992 International Association for 
Cryptologic Research 

Experimental Quantum Cryptography I 
Charles H. Bennett 

IBM Research, Yorktown Heights, New York, NY 10598, U.S.A. 

Franqois Bessette, Gilles Brassard, and Louis Salvail 
Drpartment IRO, Universit6 de Montrral, C.P. 6128, succursale "A", 

Montrral (Qurbec), Canada H3C 3J7 

John Smolin 
Physics Department, University of California at Los Angles, 

Los Angeles, CA 90024, U.S.A. 

Abstract. We describe results from an apparatus and protocol designed to imple- 
ment quantum key distribution, by which two users, who share no secret information 
initially: (1) exchange a random quantum transmission, consisting of very faint 
flashes of polarized light; (2) by subsequent public discussion of the sent and 
received versions of this transmission estimate the extent of eavesdropping that 
might have taken place on it, and finally (3) if this estimate is small enough, distill 
from the sent and received versions a smaller body of shared random information, 
which is certifiably secret in the sense that any third party's expected information on 
it is an exponentially small fraction of one bit. Because the system depends on 
the uncertainty principle of quantum physics, instead of the usual mathematical 
assumptions such as the difficulty of factoring, it remains secure against an adver- 
sary with unlimited computing power. 

Key words. Key distribution, Polarized light, Privacy amplification, Public dis- 
cussion, Quantum cryptography, Reconciliation protocols, Uncertainty principle, 
Unconditional security. 

1. Introduction and History 

Quantum cryptography has entered the experimental era [5]. The first convincingly 
successful quantum exchange took place in October 1989. After a short historical 
review of quantum cryptography, we report on the new apparatus and the latest 
results obtained with it. 

1 Date received: September 10, 1990. Date revised: September 25, 1991. This paper was accepted prior 
to the present Editor-in-Chief taking responsibility. A preliminary version of this paper was presented 
at Eurocrypt '90, May 21-24, ,~rhus, Denmark, and has appeared in the proceedings, pp. 253-265. 
Francois Bessette was supported in part by an NSERC Postgraduate Scholarship. Gilles Brassard was 
supported in part by Canada's NSERC. This work was performed while John Smolin was visiting IBM 
Research. 
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Past Development in a Nutshell
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Protocols 
BB84 
Ekert91 
Phase-Timebin Entanglement 
COW 
Decoy 
… 

Sources 
cw 
single-photon 
SPDC 
weak coherent pulses 
… 

Detectors 
PMT 
APD 
SC-Nanowire 
… 

Transmission Medium 
Air 
Optical Fiber

Missing: Quantum Repeater  ⇒ Trusted Nodes (for long distance)
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Quantum Key Distribution
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Th. Jennewein et al, Phys. Rev. Lett. 84 (2000) 4729

Image of the “Venus of Willendorf”

Anton Zeilinger, Univ. Vienna
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Quantum Key Distribution: April 2004

!20

http://www.secoqc.net
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Quantum Key Distribution: Swiss Elections 2007
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The Economist, Oct. 18th 2007
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Quantum Networks: SECOQC - 2008
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Trusted Nodes

similar networks by DARPA, China, Geneva, Tokyo, Los Alamos, … 

St. Pölten

Vienna
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Quantum Key Distribution and the Race for Distance
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Satellite-Relayed Intercontinental Quantum Network

Sheng-Kai Liao,1,2 Wen-Qi Cai,1,2 Johannes Handsteiner,3,4 Bo Liu,4,5 Juan Yin,1,2 Liang Zhang,2,6 Dominik Rauch,3,4
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We perform decoy-state quantum key distribution between a low-Earth-orbit satellite andmultiple ground
stations located in Xinglong, Nanshan, and Graz, which establish satellite-to-ground secure keys with∼kHz
rate per passage of the satellite Micius over a ground station. The satellite thus establishes a secure key
between itself and, say, Xinglong, and another key between itself and, say, Graz. Then, upon request from the
ground command,Micius acts as a trusted relay. It performs bitwise exclusive OR operations between the two
keys and relays the result to one of the ground stations. That way, a secret key is created between China and
Europe at locations separated by 7600 km on Earth. These keys are then used for intercontinental quantum-
secured communication. This was, on the one hand, the transmission of images in a one-time pad
configuration from China to Austria as well as from Austria to China. Also, a video conference was
performed between the Austrian Academy of Sciences and the Chinese Academy of Sciences, which also
included a 280 km optical ground connection between Xinglong and Beijing. Our work clearly confirms the
Micius satellite as a robust platform for quantum key distributionwith different ground stations on Earth, and
points towards an efficient solution for an ultralong-distance global quantum network.

DOI: 10.1103/PhysRevLett.120.030501

With the growth of internet use and electronic commerce,
a secure global network for data protection is necessary.
A drawback of traditional public key cryptography is that it
is not possible to guarantee it is information theoretically
secure. It has been witnessed in history that every advance
of encryption has been defeated by advances in hacking. In
particular, with the advent of Shor’s factoring algorithm [1],
most of the currently used cryptographic infrastructure will
be defeated by quantum computers.
On the contrary, quantum key distribution (QKD) [2]

offers unconditional security ensured by the law of physics.
QKD uses the fundamental unit of light, single photons,

encoded in quantum superposition states which are sent to a
distant location. By proper encoding and decoding,
two distant parties share strings of random bits called
secret keys. However, due to photon loss in the channel,
the secure QKD distance by direct transmission of the
single photons in optical fibers or terrestrial free space was
hitherto limited to a few hundred kilometers [3–7]. Unlike
classical bits, the quantum signal in the QKD cannot be
noiselessly amplified owing to the quantum no-cloning
theorem [8], already contained at the core of Wiesner’s
proposal of quantummoney that is physically impossible to
counterfeit [9], where the security of the QKD is rooted.

PHYSICAL REVIEW LETTERS 120, 030501 (2018)
Editors' Suggestion Featured in Physics

0031-9007=18=120(3)=030501(4) 030501-1 © 2018 American Physical Society

ARTICLES

Entanglement-based quantum
communication over 144 km
R. URSIN1*, F. TIEFENBACHER1,2, T. SCHMITT-MANDERBACH3,4, H. WEIER4, T. SCHEIDL1,2,
M. LINDENTHAL2, B. BLAUENSTEINER1, T. JENNEWEIN2, J. PERDIGUES5, P. TROJEK3,4, B. ÖMER6,
M. FÜRST4, M. MEYENBURG6, J. RARITY7, Z. SODNIK5, C. BARBIERI8, H. WEINFURTER3,4
AND A. ZEILINGER1,2*
1Institute for Experimental Physics, University of Vienna, A-1090 Vienna, Austria
2Institute for Quantum Optics and Quantum Information, Austrian Academy of Sciences, A-1090 Vienna, Austria
3Max-Planck-Institut für Quantenoptik, D-85748 Garching, Germany
4Department für Physik, Ludwig-Maximilians University, D-80799 Munich, Germany
5European Space Agency, 2200 AG Noordwijk, The Netherlands
6Business Unit Quantum Technology, ARC Seibersdorf Research GmbH, A-1220 Vienna, Austria
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8Department of Astronomy, University of Padova, I-35122, Italy
*e-mail: Rupert.Ursin@univie.ac.at; Zeilinger-office@quantum.at

Published online: 3 June 2007; doi:10.1038/nphys629

Quantum entanglement is the main resource to endow the field of quantum information processing with powers that exceed those
of classical communication and computation. In view of applications such as quantum cryptography or quantum teleportation,
extension of quantum-entanglement-based protocols to global distances is of considerable practical interest. Here we experimentally
demonstrate entanglement-based quantum key distribution over 144 km. One photon is measured locally at the Canary Island of
La Palma, whereas the other is sent over an optical free-space link to Tenerife, where the Optical Ground Station of the European
Space Agency acts as the receiver. This exceeds previous free-space experiments by more than an order of magnitude in distance, and
is an essential step towards future satellite-based quantum communication and experimental tests on quantum physics in space.

Entangled particles1,2 shared between two distant observers
can be used in quantum cryptography to establish an
unconditional secure key3–5, in quantum teleportation6–10 to
transfer quantum information, and are also an important
ingredient for quantum computation9,11–13. The question arises of
whether quantum entanglement can be used in communication
protocols even over global distances. Up to now, this has
been verified over distances of up to 13 km (refs 14–18) using
polarization-entangled photons via free-space links through
the atmosphere. For time-bin entanglement a 10 km link was
demonstrated in optical fibres19 and a laboratory experiment
was carried out in coiled fibre20,21 over 105 km. In order to go
well beyond all the existing tests, it is necessary to significantly
expand the distance between the observers measuring the entangled
particles. On the basis of present fibre and detector technology, it
has been determined that absorptive losses and the dark count
of the detectors limit the distance for distributing entanglement
to the order of 100 km (ref. 22). One approach to overcome this
limitation is the implementation of quantum repeaters, which,
however, still need significant development23. Another approach
is using free-space links, involving satellites in space for bridging
distances on a global scale and eventually establishing a worldwide
quantum communication network24. Here we report an experiment
where we were able to generate a quantum cryptographic key
over 144 km by exploiting the randomness and the strong

correlations inherent in quantum entanglement. This experiment
demonstrates a first important step towards future satellite-based
distribution of entangled photons to two different ground stations
to establish a worldwide network for quantum communication25

and fundamental tests of quantum physics. A schematic layout
of the experimental set-up on the Canary Islands is shown in
Fig. 1. Polarization-entangled photon pairs were generated on
Roque de los Muchachos (2,392 m above sea level) on the island
of La Palma. A picosecond-pulsed Nd:vanadate laser emitting light
at 355 nm wavelength, with a repetition rate of 249 MHz and an
average power of 150 mW, pumped a β-barium-borate crystal in a
type-II scheme of spontaneous parametric down-conversion26. The
source produced polarization-entangled photon pairs close to the
singlet state

∣∣Ψ−〉 = 1√
2

(|H⟩A |V⟩B− |V⟩A |H⟩B),

where H and V represent horizontally and vertically polarized
photon states respectively, and the subscripts A and B label the
spatial modes.

In the singlet state the polarization-measurement results are
(anti-) correlated in any basis. The photons were coupled into
single-mode optical fibres selecting energy-degenerate pairs of
entangled photons with a wavelength of 710 nm and a bandwidth
of 3 nm. When detecting both photons locally, we were able to
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We present a quantum key distribution system with a 2.5 GHz repetition rate using a three-state time-
bin protocol combined with a one-decoy approach. Taking advantage of superconducting single-photon
detectors optimized for quantum key distribution and ultralow-loss fiber, we can distribute secret keys at a
maximum distance of 421 km and obtain secret key rates of 6.5 bps over 405 km.
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The first experimental demonstration of quantum key
distribution (QKD) was over a short distance of 32 cm on
an optical table [1]. Since then, there has been continuous
progress on the theoretical and technological side such that
nowadays commercial fiber-based systems are available [2]
and the maximum distance has been pushed up to 400 km
with academic systems [3]. Recently, the feasibility of
satellite-based QKD has been demonstrated [4], opening
the door for worldwide key distribution for the lucky
owners of satellites [5].
The maximum distance of fiber-based systems is mainly

limited by two factors. On one hand, the detector noise
which, due to the exponential decrease of the signal,
eventually becomes the dominant source of error and
abruptly ends the possibility to extract a key. On the other
hand, in the limit of arbitrarily low detector noise, it is the
maximal acceptable key accumulation time (given by the
time a user is willing to wait to obtain a key and/or by
the stability of the system). Indeed, taking into account
finite-key analysis, a secret key cannot be extracted with
high confidence for short blocks of raw key. A system with
high pulse rate and efficient detectors can therefore push
this limit a bit further.
In this paper, we present an experiment that takes

advantage of state-of-the-art performance on all fronts to
push the limits to new heights. We rely on a new 2.5 GHz
clocked setup [6], low-loss fibers, in-house-made highly
efficient superconducting detectors [7], and last but not
least a very efficient one-decoy state scheme [8]. Finally,
we achieve an improvement of the secret key rate (SKR) by
4 orders of magnitude with respect to a comparable
experiment over 400 km.
We implement the protocol presented in Boaron et al.

[6]. For the sake of simplicity of the setup, we use a three-
state time-bin scheme: two states in the Z basis (a weak
coherent pulse in the first or the second time bin, respec-
tively) and one state in the X basis (a superposition of two

pluses in both time bins). Moreover, we employ only two
detectors. The finite-key security analysis of this scheme is
briefly outlined below and detailed in Rusca et al. [9]. In
order to be robust against photon number splitting attacks
over long links (with high total loss) the decoy state method
[10,11] is applied. In particular, we use the one-decoy state
approach, which was shown to be optimal for block sizes
smaller than 108 bits [8]. All pulses have random relative
phase in order to render coherent attacks inefficient.
Figure 1 schematically shows our experimental realiza-

tion. Alice’s and Bob’s setups are situated in two separated
laboratories 20 m apart. Each of them is controlled by a
field programmable gate array (FPGA).
Alice uses a phase-randomized diode laser pulsed at

2.5 GHz. Phase randomness is achieved by switching the
current completely off between the pulses [12]. The pulses
then pass through an unbalanced Michelson interferometer
(200 ps delay). One of its arms is equipped with a piezo-
electric fiber stretcher to adjust the phase. The different qubit
states are now encoded by a lithium niobate intensity
modulator controlled by the FPGA. The qubit states and
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FM
FM

DCF 
IM

ULL
Fiber

Alice Bob

VA

Filter

BS

Laser

SNSPDs

FIG. 1. Schematics of the experimental setup. Laser: 1550 nm
distributed feedback laser; filter: 270 pm bandpass filter; piezo:
piezoelectric fiber stretcher; FM: Faraday mirror; IM: intensity
modulator; DCF: dispersion compensating fiber; VA: variable
attenuator; ULL fiber: ultralow-loss single-mode fiber; BS: beam
splitter; SNSPDs: superconducting nanowire single-photon de-
tectors. Dashed lines represent temperature stabilized boxes.
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Provably secure and practical quantum key
distribution over 307 km of optical fibre
Boris Korzh1*, Charles Ci Wen Lim1*, Raphael Houlmann1, Nicolas Gisin1, Ming Jun Li2, Daniel Nolan2,
Bruno Sanguinetti1, Rob Thew1 and Hugo Zbinden1

Proposed in 1984, quantum key distribution (QKD) allows two
users to exchange provably secure keys via a potentially inse-
cure quantum channel1. Since then, QKD has attracted much
attention and significant progress has been made both in
theory and practice2,3. On the application front, however, the
operating distance of practical fibre-based QKD systems is
limited to about 150 km (ref. 4), mainly due to the high back-
ground noise of practical single-photon detectors5,6 and ineffi-
cient finite-key security analysis7–9. Here, we present, for the
first time, a compact and autonomous QKD system that is
capable of distributing provably secure cryptographic keys
over 307 km of optical fibre. This is achieved by using semicon-
ductor single-photon detectors with record low background
noise10 and a novel finite-key security analysis, which is effi-
cient even for short key lengths. This demonstrates the feasi-
bility of practical long-distance QKD based on standard fibre-
optic telecom components.

To achieve long-distance QKD, existing systems usually resort to
using superconducting nanowire single-photon detectors
(SNSPDs), which can achieve a low dark count rate (DCR) but
require cryogenic temperatures (<3 K). In addition, a weaker secur-
ity framework is usually used (that is, assuming individual attacks
instead of coherent attacks). Most crucially, however, all record dis-
tance demonstrations to date have ignored corrections due to finite-
length keys7–9. This is an important issue, because it has been shown
that these corrections are non-negligible for realistic classical-post-
processing (CPP) block sizes. This means that previous QKD
demonstrations might have been overly optimistic in the achievable
distance and that a quantifiable security parameter could not
be defined.

Table 1 summarizes recent fibre based QKD demonstrations. For
distances beyond 160 km, the systems required the use of SNSPDs,
making them incompatible with compact implementations.
Moreover, only a handful of implementations took finite-length
key corrections into account, and these were limited to distances
below 150 km. Although we have restricted our comparison to
fibre-based prepare-and-measure (P&M) discrete-variable exper-
iments, we note that significant progress has also been made in con-
tinuous-variable11 and free-space QKD12,13.

Our system is based on the coherent one-way (COW)14 QKD
protocol, where the bit string is encoded in the time of arrival of
weak coherent laser pulses (WCPs) and the channel disturbance
is monitored by measuring the visibility of the interference
between neighbouring pulses. That is, bits 0 and 1 are sent using
|α0〉 := |0〉|α〉 and |α1〉 := |α〉|0〉, respectively. On Bob’s side, he
simply recovers the bit value by measuring the arrival time of the
laser pulse; for example, bit 1 is detected if there is a detection in
the later time. To detect attacks on |α0〉 and |α1〉, Alice randomly

sends an additional test state, |αt〉 := |α〉|α〉, to check for phase
coherence between any two successive laser pulses. Therefore,
phase coherence can be checked in any of these sequences,
|α0〉|α1〉, |α0〉|αt〉, |αt〉|α1〉, |αt〉, |αt〉|αt〉, by using an imbalanced
interferometer with a pulse delay on Bob’s side. The physical
implementation is outlined in Fig. 1.

The security of our QKD system is based on the universally com-
posable security framework15. In particular, we say that our QKD is
eqkd-secure whenever it is esec-secret and ecor-correct. Here, esec-
secret means that the output secret key is distinguishable from an
ideal secret key with probability at most esec , and ecor-correct
means that the probability of Alice and Bob having identical
secret keys is at least 1 – ecor. Using this security framework under
the assumption of collective attacks, we are able to derive a bound
on the maximum extractable secret key length, ℓ, in terms of a
fixed security parameter eqkd and the observed quantum channel
statistics. The channel error model used in the security analysis
follows the one of ref. 16. We emphasize that for most P&M
QKD protocols, security against collective attacks is generally a
good approximation to the one against coherent attacks. For
phase-distributed protocols such as COW, a similar observation
has been made17.

During the distillation phase, we are able to select the appropriate
family of universal hash functions for privacy amplification (PA),
which extracts a secret key of size ℓ from a weakly random string
of size ncpp. Specifically, for some parameter β ∈ (0, eqkd /4), laser
pulse intensity μ, CPP block size ncpp, and the number of bits
revealed during the information reconciliation (IR) step mIR, we
can extract an eqkd-secure key of length (see Supplementary
Information Section 1 for the full security analysis)

ℓ ≤ max
β ⌊ncpp 1 − Q̂ − (1 − Q̂)h

1 + ξ(μ, V̂)
2

( )[ ]

−7

%%%%%%%%%%%

ncpp log2
1
β

√

−mIR − log2
1

2ecorβ
2 ⌋

(1)

where h(x) is the binary entropy function and
ξ(a, b) := (2V̂ − 1) exp(−μ) − 2√((1 − exp(−2μ))V̂(1 − V̂)). Here,
Q̂ and V̂ are the measured quantum bit error rate (QBER) in
the raw string and the visibility, respectively. Finally, the secret
bit string is reduced by the size of the message authentication
tag: ℓsec = ℓ – mauth.

In our system, the QBER is directly measured by counting how
many bits are flipped during the IR step, meaning that, provided
the verification step passes, the uncertainty in this measurement is
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200 km: ~900 bits/s 
307 km: 3.18 bits/s

~100 bits/s

405 km:  6.6 bits/s

1000 km:  3300 bits/s 
600 km: 9000 bits/s
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polarization encoding from the satellite to the ground with a kilohertz 
key rate over a distance of up to 1,200 km.

Experimental challenges and solutions
Robust and efficient satellite-to-ground QKD places a more  stringent 
requirement on the efficiency of the link than do conventional 
 satellite-based classical communication systems. To obtain a high 
 signal-to-noise ratio, one cannot increase the signal power, only reduce 
the channel attenuation and background noise. In our experiment, 
several effects contribute to channel loss, including beam diffraction, 
pointing error, atmospheric turbulence and absorption.

In our QKD experiment, we adopt the downlink protocol—from the 
satellite to the ground (see Fig. 1a). In the downlink, beam  wandering 
caused by atmospheric turbulence occurs at the very end of the 
transmission path (near the surface of Earth), where the beam size 
due to diffraction is typically much larger than the beam wandering. 
Therefore, the downlink has reduced beam spreading compared to the 
uplink and thus higher link efficiency.

The beam diffraction depends mainly on the size of the telescope. To 
narrow the beam divergence, we use a 300-mm-aperture Cassegrain 
telescope in the satellite (Fig. 1b), optimized to eliminate chromatic 
and spherical aberrations; this telescope sends the light beam with a 
near-diffraction-limited far-field divergence of about 10 µ rad. After 
travelling a distance of 1,200 km, we expect that the beam diameter 
expands to about 12 m. At the ground station, a Ritchey–Chretien  
telescope with an aperture of 1 m and a focal length of 10 m (Fig. 1c) is 

used to receive the QKD photons (see Methods). The diffraction loss 
is estimated to be 22 dB at 1,200 km.

The narrow divergence beam from the fast-moving satellite (speed 
of about 7.6 km s−1) necessitates a high-bandwidth and high-precision 
acquiring, pointing and tracking (APT) system to establish a stable 
link. We designed cascaded multi-stage APT systems in the transmitter  
(Fig. 1b) and the receiver (Fig. 1c). Initial coarse orientation of the 
telescope is based on the forecasted orbital position of the satellite, 
with an uncertainty of less than 200 m. The satellite’s attitude control 
system ensures that the transmitter is pointing to the ground station 
with a precision of approximately 0.5°. The satellite and the ground 
station send beacon lasers to each other with a divergence of 1.25 mrad 
(satellite to ground) and 0.9 mrad (ground to satellite) (Fig. 2a). The 
coarse pointing stage in the satellite transmitter consists of a two-axis 
gimbal mirror (with a range of 10° in both azimuth and elevation) 
and a complementary metal–oxide semiconductor (CMOS) camera 
with a field-of-view of 2.3° ×  2.3° and frame rates of 40 Hz. The fine 
pointing stage uses a fast-steering mirror driven by piezo ceramics 
(with a tracking range of 1.6 mrad) and a camera with a field-of-view 
of 0.64 mrad ×  0.64 mrad and frame rates of 2 kHz. Similar coarse and 
fine APT systems are also installed in the ground station (see Extended 
Data Table 1 for details). Using closed-loop feedback, the transmitter 
achieves a tracking accuracy of approximately 1.2 µ rad (Fig. 2b), much 
smaller than the beam divergence. We estimate that at 1,200 km the loss 
due to atmospheric absorption and turbulence is 3–8 dB and that due 
to pointing error is less than 3 dB.
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Figure 1 | Illustration of the experimental set-up. a, Overview of the 
satellite-to-ground quantum key distribution (QKD). The Micius satellite, 
weighing 635 kg, flies along a Sun-synchronous orbit at an altitude of 
around 500 km. It is equipped with three payloads, designed and tested 
to be suitable for operation in low-Earth orbit and to enable a series of 
space-to-ground-scale quantum experiments including QKD, a Bell test 
and teleportation. b, Schematic of the decoy-state QKD transmitter, one of 
the satellite’s payloads. Attenuated laser pulses (with wavelengths of about 
850 nm) from eight separate laser diodes (LD1–LD8) pass through a BB84 
encoding module, which consists of two polarizing beam splitters (PBSs), 
a half-wave plate (HWP) and a beam splitter (BS). The resultant beam is 
then co-aligned with a green laser beam (LA1; 532 nm) for system tracking 
and time synchronization, and sent out through a 300-mm-aperture 
Cassegrain telescope. After the BB84 module, an approximately 5-µ W 
laser is used as a polarization reference. A two-axis gimbal mirror (GM1) 
in the output of the telescope and a large-field-of-view camera (CAM1) 

are combined to control the coarse-tracking loop. Two fast steering 
mirrors (FSM1s) and a fast camera (CAM2) are used for fine tracking. 
ATT, attenuator; POL, polarizer; RLD, polarization reference laser diode; 
both cameras (CAM1 and CAM2) detect 671-nm light. c, Schematic of 
the decoy-state QKD decoder at the Xinglong ground station, which is 
equipped with a 1,000-mm-aperture telescope. The received 532-nm-
wavelength laser is separated by a dichromic mirror (DM) and split into 
two paths: one is imaged by a camera (CAM3, which detects 532-nm 
light) for tracking and the other is detected for time synchronization. The 
850-nm-wavelength decoy-state photons are analysed by a BB84 decoder, 
which consists of a beam splitter and two polarizing beam splitters, and 
detected by four single-photon detectors (SPD1–SPD4). The ground 
station sends a red laser (LA2; 671 nm) beam to the satellite for system 
tracking. IF, interference filter; BE, beam expander; CPL, coupler; both 
cameras (CAM3 and CAM4) detect 532-nm light. See Extended Data 
Table 1 for more technical parameters.
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Satellite-to-ground quantum key 
distribution
Sheng-Kai Liao1,2, Wen-Qi Cai1,2, Wei-Yue Liu1,2, Liang Zhang2,3, Yang Li1,2, Ji-Gang Ren1,2, Juan Yin1,2, Qi Shen1,2, Yuan Cao1,2, 
Zheng-Ping Li1,2, Feng-Zhi Li1,2, Xia-Wei Chen1,2, Li-Hua Sun1,2, Jian-Jun Jia3, Jin-Cai Wu3, Xiao-Jun Jiang4, Jian-Feng Wang4, 
Yong-Mei Huang5, Qiang Wang5, Yi-Lin Zhou6, Lei Deng6, Tao Xi7, Lu Ma8, Tai Hu9, Qiang Zhang1,2, Yu-Ao Chen1,2, Nai-Le Liu1,2, 
Xiang-Bin Wang2, Zhen-Cai Zhu6, Chao-Yang Lu1,2, Rong Shu2,3, Cheng-Zhi Peng1,2, Jian-Yu Wang2,3 & Jian-Wei Pan1,2

Private and secure communication is of fundamental importance in 
the modern world. Traditional public-key cryptography relies on the 
computational intractability of certain mathematical functions. In  
contrast, QKD1—which was proposed in the mid-1980s and is the best 
known example of a task involving quantum cryptography—provides 
an information-secure solution to the key exchange problem, ensured 
by the laws of quantum physics. QKD enables two distant users who 
do not initially share any information to produce a common, random 
string of secret bits, called a secret key. Using one-time-pad encryption, 
this key provides a provably secure2 way of encrypting (and decrypting) 
a message, which can then be transmitted over a standard commu-
nication channel. In QKD, the information is encoded in the super-
position states of physical carriers at the single-quantum level; as the 
fastest-travelling qubits, and owing to their intrinsic robustness to deco-
herence and the ease with which they can be controlled, photons are 
usually used as the physical carriers. Any eavesdropper on the quantum 
channel attempting to gain information about the key will inevitably 
introduce disturbances into the system, and so can be detected by the 
communicating users.

Since the first table-top QKD experiment3 in 1989, with a  quantum 
channel distance of 32 cm, much research has been devoted to 
 achieving secure QKD over long distances, with the ultimate aim being 
global-scale secure QKD for practical use. The most straightforward 
method of QKD is sending single photons through optical fibres or 
terrestrial free-space directly. However, in both of these cases channel 
loss causes a decrease in the number of transmitted photons that scales 
exponentially with the length over which they are transmitted. Unlike 
classical telecommunications, the quantum signal in QKD cannot be 
noiselessly amplified, owing to the quantum non-cloning theorem4, 
limiting the maximum distance for secure QKD to a few hundred 

kilometres5. Beyond this length scale, quantum communications 
become extremely challenging6.

One solution to this problem is to use quantum repeaters7 that  
combine entanglement swapping8, entanglement purification9 and 
quantum memories10. But despite remarkable progress in demonstra-
tions of the three building blocks11–13 and even prototype quantum 
repeater nodes14–18, these laboratory technologies are still far from 
being applicable in practical long-distance quantum communications.

A more direct and promising solution for global-scale QKD 
involves satellites in space. Compared with terrestrial channels, the 
 satellite-to-ground connection has greatly reduced losses19. This is 
mainly because the effective thickness of the atmosphere is only about 
10 km, and most of the propagation path of the photons is in empty 
space with negligible absorption and turbulence. A ground test20 in 
2004 demonstrated the distribution of entangled photon pairs over a 
noisy near-ground atmosphere of 13 km—greater than the effective 
thickness of the atmosphere—and showed the survival of  entanglement 
and a violation of Bell’s inequality. Under the simulated conditions 
of huge attenuation and various types of turbulence, the feasibility 
of satellite-based QKD has been further verified over even longer 
 distances21–23, on rapidly moving platforms24,25 and using satellite 
corner-cube retroreflectors26,27.

We developed a sophisticated satellite, ‘Micius’, dedicated for 
quantum science experiments, which was successfully launched on 
16 August 2016 from Jiuquan, China, and now orbits at an altitude 
of about 500 km (Fig. 1a; see Methods for the project timeline and 
design details). Using one of the satellite payloads—a decoy-state 
QKD transmitter at a wavelength of 850 nm—and cooperating with 
Xinglong ground observatory station (near Beijing, 40° 23′  45.12″  N, 
117° 34′  38.85″  E, altitude of 890 m), we establish decoy-state QKD with 

Quantum key distribution (QKD) uses individual light quanta in quantum superposition states to guarantee unconditional 
communication security between distant parties. However, the distance over which QKD is achievable has been limited 
to a few hundred kilometres, owing to the channel loss that occurs when using optical fibres or terrestrial free space 
that exponentially reduces the photon transmission rate. Satellite-based QKD has the potential to help to establish a 
global-scale quantum network, owing to the negligible photon loss and decoherence experienced in empty space. Here 
we report the development and launch of a low-Earth-orbit satellite for implementing decoy-state QKD—a form of QKD 
that uses weak coherent pulses at high channel loss and is secure because photon-number-splitting eavesdropping can 
be detected. We achieve a kilohertz key rate from the satellite to the ground over a distance of up to 1,200 kilometres. 
This key rate is around 20 orders of magnitudes greater than that expected using an optical fibre of the same length. The 
establishment of a reliable and efficient space-to-ground link for quantum-state transmission paves the way to global-
scale quantum networks.

1Department of Modern Physics and Hefei National Laboratory for Physical Sciences at the Microscale, University of Science and Technology of China, Hefei 230026, China. 2Chinese Academy 
of Sciences (CAS) Center for Excellence and Synergetic Innovation Center in Quantum Information and Quantum Physics, University of Science and Technology of China, Shanghai 201315, 
China. 3Key Laboratory of Space Active Opto-Electronic Technology, Shanghai Institute of Technical Physics, Chinese Academy of Sciences, Shanghai 200083, China. 4National Astronomical 
Observatories, Chinese Academy of Sciences, Beijing 100012, China. 5Key Laboratory of Optical Engineering, Institute of Optics and Electronics, Chinese Academy of Sciences, Chengdu 610209, 
China. 6Shanghai Engineering Center for Microsatellites, Shanghai 201203, China. 7State Key Laboratory of Astronautic Dynamics, Xi’an Satellite Control Center, Xi’an 710061, China. 8Xinjiang 
Astronomical Observatory, Chinese Academy of Sciences, Urumqi 830011, China. 9National Space Science Center, Chinese Academy of Sciences, Beijing 100190, China.

© 2017 Macmillan Publishers Limited, part of Springer Nature. All rights reserved.

S-K. Liao et al., Nature 549 (2017), 42 

~1000 bits/s



September 2019  |  Thomas Walther  |  Laser and Quantum Optics  |  TU Darmstadt  |

Interkontinental - Quantum Key Distribution

!25

 

Satellite-Relayed Intercontinental Quantum Network

Sheng-Kai Liao,1,2 Wen-Qi Cai,1,2 Johannes Handsteiner,3,4 Bo Liu,4,5 Juan Yin,1,2 Liang Zhang,2,6 Dominik Rauch,3,4

Matthias Fink,4 Ji-Gang Ren,1,2 Wei-Yue Liu,1,2 Yang Li,1,2 Qi Shen,1,2 Yuan Cao,1,2 Feng-Zhi Li,1,2 Jian-Feng Wang,7

Yong-Mei Huang,8 Lei Deng,9 Tao Xi,10 Lu Ma,11 Tai Hu,12 Li Li,1,2 Nai-Le Liu,1,2 Franz Koidl,13 Peiyuan Wang,13

Yu-Ao Chen,1,2 Xiang-Bin Wang,2 Michael Steindorfer,13 Georg Kirchner,13 Chao-Yang Lu,1,2 Rong Shu,2,6

Rupert Ursin,3,4 Thomas Scheidl,3,4 Cheng-Zhi Peng,1,2 Jian-Yu Wang,2,6 Anton Zeilinger,3,4 and Jian-Wei Pan1,2
1Hefei National Laboratory for Physical Sciences at the Microscale and Department of Modern Physics,

University of Science and Technology of China, Hefei 230026, China
2Chinese Academy of Sciences (CAS) Center for Excellence and Synergetic Innovation Center in Quantum Information

and Quantum Physics, University of Science and Technology of China, Shanghai 201315, China
3Vienna Center for Quantum Science and Technology, Faculty of Physics, University of Vienna, Vienna 1090, Austria

4Institute for Quantum Optics and Quantum Information, Austrian Academy of Sciences, Vienna 1090, Austria
5School of Computer, National University of Defense Technology, Changsha 410073, China

6Key Laboratory of Space Active Opto-Electronic Technology, Shanghai Institute of Technical Physics,
Chinese Academy of Sciences, Shanghai 200083, China

7National Astronomical Observatories, Chinese Academy of Sciences, Beijing 100012, China
8Key Laboratory of Optical Engineering, Institute of Optics and Electronics,

Chinese Academy of Sciences, Chengdu 610209, China
9Shanghai Engineering Center for Microsatellites, Shanghai 201203, China

10State Key Laboratory of Astronautic Dynamics, Xi’an Satellite Control Center, Xi’an 710061, China
11Xinjiang Astronomical Observatory, Chinese Academy of Sciences, Urumqi 830011, China

12National Space Science Center, Chinese Academy of Sciences, Beijing 100080, China
13Space Research Institute, Austrian Academy of Sciences, Graz 8042, Austria

(Received 6 December 2017; published 19 January 2018)

We perform decoy-state quantum key distribution between a low-Earth-orbit satellite andmultiple ground
stations located in Xinglong, Nanshan, and Graz, which establish satellite-to-ground secure keys with∼kHz
rate per passage of the satellite Micius over a ground station. The satellite thus establishes a secure key
between itself and, say, Xinglong, and another key between itself and, say, Graz. Then, upon request from the
ground command,Micius acts as a trusted relay. It performs bitwise exclusive OR operations between the two
keys and relays the result to one of the ground stations. That way, a secret key is created between China and
Europe at locations separated by 7600 km on Earth. These keys are then used for intercontinental quantum-
secured communication. This was, on the one hand, the transmission of images in a one-time pad
configuration from China to Austria as well as from Austria to China. Also, a video conference was
performed between the Austrian Academy of Sciences and the Chinese Academy of Sciences, which also
included a 280 km optical ground connection between Xinglong and Beijing. Our work clearly confirms the
Micius satellite as a robust platform for quantum key distributionwith different ground stations on Earth, and
points towards an efficient solution for an ultralong-distance global quantum network.

DOI: 10.1103/PhysRevLett.120.030501

With the growth of internet use and electronic commerce,
a secure global network for data protection is necessary.
A drawback of traditional public key cryptography is that it
is not possible to guarantee it is information theoretically
secure. It has been witnessed in history that every advance
of encryption has been defeated by advances in hacking. In
particular, with the advent of Shor’s factoring algorithm [1],
most of the currently used cryptographic infrastructure will
be defeated by quantum computers.
On the contrary, quantum key distribution (QKD) [2]

offers unconditional security ensured by the law of physics.
QKD uses the fundamental unit of light, single photons,

encoded in quantum superposition states which are sent to a
distant location. By proper encoding and decoding,
two distant parties share strings of random bits called
secret keys. However, due to photon loss in the channel,
the secure QKD distance by direct transmission of the
single photons in optical fibers or terrestrial free space was
hitherto limited to a few hundred kilometers [3–7]. Unlike
classical bits, the quantum signal in the QKD cannot be
noiselessly amplified owing to the quantum no-cloning
theorem [8], already contained at the core of Wiesner’s
proposal of quantummoney that is physically impossible to
counterfeit [9], where the security of the QKD is rooted.
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!25The main challenge for a practical QKD is to extend the
communication range to long distances, ultimately on a
global scale. A promising solution to this problem is
exploiting satellite and space-based links [10,11]. That
way, one can conveniently connect two remote points
on Earth with greatly reduced channel loss because most
of the photons’ propagation path is in empty space
with negligible loss and decoherence. Very recently,
QKD from a low-Earth-orbit satellite, Micius, to the
Xinglong ground station close to Beijing has been dem-
onstrated with a satellite-to-ground-station distance of up to
1200 km [12].
In this Letter, we use the Micius satellite as a trusted

relay to distribute secure keys between multiple distant
locations in China and Europe. The Micius satellite,
launched in August 2016, orbits at an altitude of about
500 km. As illustrated in Fig. 1, the three cooperating
ground stations are located in Xinglong (near Beijing,
40°23045.1200N, 117°34038.8500E, altitude of 890 m),
Nanshan (near Urumqi, 43°28031.6600N, 87°10036.0700E,
altitude of 2028 m), and Graz (47°401.7200N,
15°29035.9200E, altitude of 490 m). The distances from
Xinglong to Nanshan and Graz are 2500 and 7600 km,
respectively.
In this work, QKD is performed in a downlink

scenario—from the satellite to the ground. One of the
payloads in the satellite is a space-qualified QKD trans-
mitter [12], which uses weak coherent laser pulses to
implement a decoy-state Bennett-Brassard 1984 (BB84)
protocol that is immune to the photon-number-splitting
attack [13,14]. Eight tunable fiber lasers, emitting light
pulses with a wavelength of ∼850 nm at a repetition

rate of 100 MHz, are used to generate the signal, decoy,
and vacuum states. After being collected into single-mode
fibers and collimated, the laser pulses enter a BB84-
encoding module. It consists of a half-wave plate (HWP),
two polarizing beam splitters (PBSs), and one nonpola-
rizing beam splitter (BS). The photons emitted and sent
to the ground station are randomly prepared in one
of the four polarization states: horizontal, vertical,
linear 45°, and linear −45°. In the three ground stations,
corresponding BB84-decoding setups are used, consisting
of a BS, a HWP, two PBSs and four single-photon
detectors [15].
For secure QKD, the average intensity per pulse sent

over the channel has to be at the single-photon level. As
the photons travel from the fast-moving satellite
(∼7.6 km=s) through the atmosphere to the ground station
over typically ∼1000 km, several effects contribute to the
channel loss, such as beam diffraction, pointing errors,
atmospheric turbulence, and absorption. As is typical for
photonic communication, decoherence can be ignored.
To obtain a high signal-to-noise ratio in the QKD
protocol, one cannot increase the signal power but only
reduce the channel attenuation and background noise. In
order to optimize the link efficiency, we combine a
narrow transmitting beam divergence (∼10 μrad) with
high-bandwidth acquisition, pointing, and tracking tech-
nique that ensures a typical tracking accuracy of ∼1 μrad
(Ref. [12] and extended data Table I). To reduce the
background noise, the BB84-decoding setups in the
optical ground stations are designed with a small field
of view and employ low dark-count rate single-photon
detectors.

FIG. 1. Illustration of the three cooperating ground stations (Graz, Nanshan, and Xinglong). Listed are all paths used for key
generation and the corresponding final key length.
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We perform decoy-state quantum key distribution between a low-Earth-orbit satellite andmultiple ground
stations located in Xinglong, Nanshan, and Graz, which establish satellite-to-ground secure keys with∼kHz
rate per passage of the satellite Micius over a ground station. The satellite thus establishes a secure key
between itself and, say, Xinglong, and another key between itself and, say, Graz. Then, upon request from the
ground command,Micius acts as a trusted relay. It performs bitwise exclusive OR operations between the two
keys and relays the result to one of the ground stations. That way, a secret key is created between China and
Europe at locations separated by 7600 km on Earth. These keys are then used for intercontinental quantum-
secured communication. This was, on the one hand, the transmission of images in a one-time pad
configuration from China to Austria as well as from Austria to China. Also, a video conference was
performed between the Austrian Academy of Sciences and the Chinese Academy of Sciences, which also
included a 280 km optical ground connection between Xinglong and Beijing. Our work clearly confirms the
Micius satellite as a robust platform for quantum key distributionwith different ground stations on Earth, and
points towards an efficient solution for an ultralong-distance global quantum network.
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With the growth of internet use and electronic commerce,
a secure global network for data protection is necessary.
A drawback of traditional public key cryptography is that it
is not possible to guarantee it is information theoretically
secure. It has been witnessed in history that every advance
of encryption has been defeated by advances in hacking. In
particular, with the advent of Shor’s factoring algorithm [1],
most of the currently used cryptographic infrastructure will
be defeated by quantum computers.
On the contrary, quantum key distribution (QKD) [2]

offers unconditional security ensured by the law of physics.
QKD uses the fundamental unit of light, single photons,

encoded in quantum superposition states which are sent to a
distant location. By proper encoding and decoding,
two distant parties share strings of random bits called
secret keys. However, due to photon loss in the channel,
the secure QKD distance by direct transmission of the
single photons in optical fibers or terrestrial free space was
hitherto limited to a few hundred kilometers [3–7]. Unlike
classical bits, the quantum signal in the QKD cannot be
noiselessly amplified owing to the quantum no-cloning
theorem [8], already contained at the core of Wiesner’s
proposal of quantummoney that is physically impossible to
counterfeit [9], where the security of the QKD is rooted.
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Quantum Key Distribution in a Network
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Time Basis

Phase Basis

P(0A1B oder 1A0B) ∝ 1 − cos(α + β − φ)
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S. Wengerowsky, S.K. Joshi, F. Steinlechner, H. Hübel and R. Ursin, Nature 564 (2018) 225  

E.Y Zhu, C. Corbari, A. Gladyshev, P.G. Kazansky, H-K. Lo and L. Qian, JOSA B 36 (2019) B1 
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Collaboration with Deutsche Telekom
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Dagger Complex
Quantum 
channel

> 12 km

Betriebsstelle 
Griesheim

Analysis  
devices

NIC

Griesheim Darmstadt

in cooperation with
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Our QKD System @ Deutsche Telekom
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Source (2nd generation)
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Preliminary Tests
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Two-Photon Interference
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Goals 

 Test of Components for Quantum Hub 

 Realistic Telecom Environment 

  Acoustic Noise and Temperature Instability 

  26 km of Fiber incl. Splices and Connectors 

   1st Preliminary Tests 

  Temperature control working 

  Time basis working 

  Phase basis can be sufficiently well controlled 
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Next Steps
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Improvements & stability 
 

Influence of environment 

Next hardware generation 
 

Key management and post-processing
in cooperation with
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Quantum Key Distribution
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Quantum Key Distribution 

 secure technology 

 implementation is key 

 device independent security possible 

 large distance / intercontinental key distribution is possible via trusted nodes 

 quantum repeater needed 

 network aspects (more than just Alice and Bob) relatively unexplored
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TU Darmstadt Team - Who does the work
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PhD Students: 
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 Erik Fitzke 
 

 
Master Students  
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 Daniel Hofmann 
 Kai Roth 
 Julian Nauth

Bachelor Students: 
 Leon Baack  
 Leonard Wegert 
 Sebastian Meier  
 Yannic Wolf 

Till Dolejsky 
 

“Miniforscher”: 
Tobias Wieczorek

in cooperation with


