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The Power of Photons -  
From Many To Just One
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Thanks to my team
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Oceanic LIDAR: Temperature Profile

§ Characteristic Zones

§ Mixed Layer

§ Thermocline

§ Deep sea 


§ Interesting range approx. 10 - 200 m

§ Climate research: 

Ocean – Atmosphere coupling

§ Oceanography: 

Dynamics of mixed layer

§ Speed of Sound, Temperature Profile

Source: JOA

Mixed Layer

Temperature
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Deep sea
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§Contact based techniques

§Remote sensing method desirable

§Brillouin Scattering


§ J.L. Guagliardo, Dufilho, Rev. Sci. Instrum. 51, (1980) 79

§ Hickman et al., Remote Sens. Environ. 36, (1991) 165
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Time

Basic Idea

l Pulsed stable laser

l Spectral and timing resolution of the detection system

• Analysis of Scattered Light for 
• Time 
• Spectral Content

Water surface

Laser pulse
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Time of Flight = Depth Information 

Brillouin-Scattering
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Experimental Results 
Temperature Accuracy
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dump

frequency doubled

fiber amplifier

1.33m air

= 1m water

Ø Average Deviation 
0.13°C  in Tube 1 
0.34°C  in Tube 2 

ü First Temperature 
Measurement with calibrated 
Edge Filter

tube 1 tube 2
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ü Average Deviation 0.07°C  (≙ 810 kHz)

Experimental Results 
Temperature Accuracy
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Specifications
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Cooling of Relativistic Ion Beams @ ESR, GSI

Bunched ion beams 
Doppler Cooling with counter propagating laser beam
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Beamtime 2012 – Cooling of  Bunched Beams
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Status and Goals
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Status
Laser System

ECDL, Fiber Amplifier, FHG
Power
Linewidth
Reliability

Demonstration of Cooling

White-light Cooling (pulsed System)

Goals
“Perls on a String”
High Luminosity Beams
High Precision Experiments
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Cooling and Trapping of Neutral Atoms

NIST

 Trapping Laser in σ+- σ--Configuration (velocity dependent force) 

 Inhomogeneous magnetic fields (spatially dependent force) 
 Interplay between transition rules and Zeeman effect 
 σ+- Light ⇒ ∆m = +1  

 σ-- Light ⇒ ∆m = -1  
11
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Mercury MOT

MOTMotivation 
Photo-association of ultra-cold molecules, cold chemistry 
Entanglement between Atoms, Einstein-Podolsky Rosen Exp. 

Status 
Loading time 1 s, diameter 500 µm 
Temperature (327±80) µK

12

202Hg (Boson)

Number (3.2±0.3)x106

Density (4.8±1.4)x1010 atoms/cm3

199Hg (Fermion)

Number (8.2±0.7)x105

Density (1.2±1.4)x1010 atoms/cm3
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Basics: 
Superposition 
Entanglement

Quantum Key Distribution
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Source of Entangled States

UV Laser

non-linear crystal

Signal

Idler

χ(2)

Z.Y. Ou and L. Mandel, PRL 61 (1988) p. 50 
J. G. Rarity and P.R. Tapster, PRL 64 (1990) p. 2495  
P.G. Kwiat, K. Mattle, H. Weinfurter, A. Zeilinger, A.V. Sergienko, and Y. Shih, PRL 75, (1995) p. 4337

Vertikal 
Polarization

         
Horizontal 

Polarization

Entangled Photons (Polarization)

14

Spontaneous Parametric Downconversion
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QKD – BB84 Protocol

4 Quantum States (Polarization)

=0 =1 =0 =1

⨁ ⨂

§  Single Photons 
§  Random 
§  No-Cloning

§  „Sifting“ 
§  Error Correction 
§  Privacy Amplification

Alice transmits single photons 
in random polarization state

Bob

15
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„Alice“ 
Heralded type-II SPDC Single Photon Source

beam
splitter

M

MM

PPKTP

M

APD1

APD2 APD4

APD3

beam 
splitter

beam
splitter PBSPBS

λ/2

⊗ ⊕

Laser

To Bob
Y

16



Thomas Walther | Laser and Quantum Optics | TU Darmstadt |   

„Alice“ 
Heralded type-II SPDC Single Photon Source

beam
splitter

M

MM

PPKTP

M

APD1

APD2 APD4

APD3

beam 
splitter

beam
splitter PBSPBS

λ/2

⊗ ⊕

Laser

To Bob
Y

16

type II



Thomas Walther | Laser and Quantum Optics | TU Darmstadt |   

„Alice“ 
Heralded type-II SPDC Single Photon Source

beam
splitter

M

MM

PPKTP

M

APD1

APD2 APD4

APD3

beam 
splitter

beam
splitter PBSPBS

λ/2

⊗ ⊕

Laser

To Bob
Y

Advantage: • No active elements  • Random number generator 
• Prevention of certain side 
channel attacks

16

type II
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QKD in Darmstadt
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The common feature of all these strategies is that they are
restricted to interactions and measurements on each indi-
vidual signal sent from Alice to Bob; there are no ‘‘collec-
tive’’ interactions or measurements on strings of signals, as
might be the case if Eve were able perform quantum mea-
surements on systems of an arbitrary size. Furthermore, none
of the strategies allow Eve to delay her measurements until
the completion of Alice and Bob’s privacy amplification, and
none take into account the information leaked to her during
the public communication phase of the protocol. The latter
kind of information depends upon which bits are ultimately
discarded and upon the specific algorithm used in the privacy
amplification process. Finally, even within the restrictions set
by this paradigm, none of the schemes can claim optimality
in the sense of specifying the best possible ratio between
Eve’s information gain and her induced disturbance.
The purpose of this paper is twofold. The first is to give a

quantitative statement of the physical principle responsible
for the operation of the BB84 protocol: an eavesdropper who
attempts to obtain information in one basis causes a distur-
bance to the conjugate basis. The second—more relevant to
practical quantum cryptography—is to derive the absolute

best achievable information an eavesdropper can obtain
about a single qubit, for a given average error rate caused to
the signals. In both these tasks, we again work within the
paradigm cited above. Namely, we assume that Eve may
interact with only one signal at a time and may only make
measurements on each individual probe. Furthermore, she
may do this after Alice announces her basis, but before the
execution of any error testing or privacy amplification pro-
tocols.
From the point of view of ultimate security in cryptogra-

phy, these restrictions may be severe. On the other hand,
with respect to experimental science, these assumptions are
hardly limiting at all. Indeed it is only now becoming pos-
sible to make two qubits interact with one another in a con-
trolled fashion @9#, and it will be some time before the el-
ementary quantum circuits @8,10# needed to realize the
optimal strategy described here can actually be constructed.
Finally, though an expression for the trade-off between in-
formation and disturbance in a less restrictive scenario may
be eminently important for cryptography, such a relation—
because of its dependence on the details of privacy
amplification—lies somewhat beyond the scope of basic
physics. For detailed discussions of quantum cryptographic
security in the presence of collective attacks and privacy am-
plification, see Refs. @11–14#.
The plan of our paper is as follows. In Sec. II, we derive

a general bound that refers to the accessible information in
one basis, corresponding to a given error rate in the conju-
gate basis. This is obtained without using any particular
model for the eavesdropping interaction; the latter is as-
sumed only to be unitary. It had been previously known that
a four-dimensional probe ~that is, one consisting of two in-
teracting qubits! is the largest needed for achieving the opti-
mal detection of signals emitted in a two-dimensional space
@15#. There are, however, some cases for which a two-
dimensional probe is sufficient @15#. In Sec. III we present an
optimal strategy for BB84 using a four-dimensional probe of
two qubits, which allows independent error rates in each ba-
sis, and simultaneously achieves both bounds. A quantum
computational circuit representing the optimal strategy is de-
scribed in the following paper @10#. Recently it has been
shown that there is an optimal strategy using only a two-
dimensional probe @8#.
Finally, in Sec. IV, we address issues directly relevant to

quantum cryptography by constructing the optimal trade-off
relation for Eve’s overall accessible information in terms of
the average error rate for both bases. This is obtained by two
methods. The first relies on the work of the previous two
sections; the second incorporates an argument based on a
symmetrization technique. Note that both Secs. II and III
concern fundamental physical questions. The ‘‘practically
minded’’ cryptographer need only browse through them, and
may then proceed directly to Sec. IV to find results relevant
to privacy amplification @2#. In the concluding remarks we
return to fundamental physics by outlining an intriguing con-
nection between the optimal information-disturbance trade-
off and a violation of Bell’s inequality in the Bennett-
Brassard-Mermin modification of the BB84 protocol @16#.
This confirms an idea first expressed by Ekert @17# and re-
cently made quantitative by Gisin and Huttner @7#.

FIG. 2. Information vs disturbance for various eavesdropping
methods.

1164 56FUCHS, GISIN, GRIFFITHS, NIU, AND PERES

QBER 
14.6%
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QKD in Darmstadt
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The Darmstadt QKD Experiment


Sifted Key 1800 Bits/s (1200 Bits/s)

QBER 12.06% (11.04%)

Distance 1 m


Limitation: Bob-Module
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50:50

APD 1

APD 2

How to decide the indistinguishability  
of 2 photons?

18

2 indistinguishable Photons

4 cases
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Hong-Ou-Mandel-Interference
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P4: Goal and challenges

Development of multi-partite QKD

Ψ

P4

20
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Goal

Experimental exploration Theoretical investigation

Basic quantum 
features

Multipartite 
correlations

Security for device in-
dependent scenario

Development of multi-partite QKD

P4
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Quantum Hub

Theoretical investigationExperimental exploration

Experimental setup based on SPDC 
at telecom wavelength

Simultaneous key exchange between 
any two parties

Characterization: rates, QBER, 
scalability

stability and quantum features


Description of multipartite 
Entanglement

Conditions of device independent 
security

Elimination of trust

Theoretical description of 
experimental setup

Security

22

PI: Th. Walther PI: G. Alber



23Thomas Walther | Laser and Quantum Optics | TU Darmstadt |   


